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Introduction
This document provideguidancefor your deploymenibf Collgo Engage Outlook App

User documentation is available on th®lligo Engage Outlook Apppport website:
http://www.colligo.com/support/.

For any further technical details, please contact Colligo Technippbo® here, or for sales related
guestions, please contastles@colligo.com

Target Audience

T IT Administrators
i Technical Evaluators
1 Deployment Minagers

Overview

Colligo Engage Outlook Ampan easyo-deploy .NET cliertnly application; no server modifications

are required. The installer package ranges frong 80 MB insize. When installed, it consumes less than
20 MB of disk space, not incluidg content.Colligo Engage Outlook Apppports customized

installations and can be deployed using your choice of deployment tools.

Colligo Engage Outlook Apppports SharePoint 20Xhd SharePoimDnline (Office365), and Outlook
2007 and 2010.

ColligoEngage Outlook Approvides the following functionality:

Filing of emailind attachmentdo ShaePoint 2010 sites through draand-drop or ribbon buttons
Full metadata support for tagging email and attachmeagghey are being filed

Simultaneous federatedearch of SharePoint 2010 sites and Outlook

Sending links to attachments from SharePoint 2010

Browsing of SharePoint 2010 document libraries from within Outlook

= =4 =4 =4 =4

SharePoint Security & Privileges

. @ dzaAy3d {KINBt2AyidQa 4So,cdligdaadageDdtlook BpgspedtOal a & { K N
privileges defined on the sit€olligo Engage Outlook Apppports most standard sigon processes

supported by SharePoint, including support default credentialand other specified credentials.

Passwords arstored in a secure manner using the Windows Cryptographic API.

The following authentication types are supported:
Forms based

Classic mode (SharePoint 2007/2010)
Claims based (SharePoint 2010/2013)

Office 365

ADFS 2,8.0

= =4 =4 =4 =4

SharePoint by default does notqvide web service permissions to anonymous users, so this permission
level cannot be used for uploading documents to SharePoint.
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TechnicaRequirements

SoftwareRequirements

Colligo Engage Outlook Apgquiresthe following software:

1 Microsoft Outlook2007, 2010SP1 or 2013(32-bit or 64-bit edition)
91 Internet Exploref7, 8, or 9optional)

1 WindowsVista Windows7, or Windows 8

1 Windows 2008R2 Server (for Terminal Services)

Colligo Engage Outlook Apfso requires the following supporting software dretclient machine
M Microsoft.NET framework 4.5 Runtime
0 http://www.microsoft.com/en-ca/download/details.aspx?id=40779
1 MicrosoftVisual C++ 2@IRedistributable Package
0 http://www.microsoft.com/en-ca/download/details.aspx?id=40784
1 Visual Studio Tools for Offig¢ STO2010
0 http://www.microsoft.com/en-us/download/details.aspx?id=35594
1 Microsoft Offie PIAs
o Office 2010http://www.microsoft.com/download/en/details.aspx?id=3508
o Office 2007 http://www.microsoft.com/download/en/details.aspx?id=18346
1 Windows Identity Foundatiorttp://www.microsoft.com/en-ca/download/details.aspx?id=17331
NOTEWIF is required to handingle sign omauthenticaton through AOFS2.0.

Server Software Requirements

Colligo Engage Outlook Apgquires at least one of the following:
Microsoft SharePoint Server 2013

Microsoft SharePoint Server 2010

Microsoft SharePoint Foundatio2010

SharePoint Online (Offi@65)

(Optional) Microsoft FAST Search Server 2@idr0SharePoint

= =4 =4 =4 =9

Contact Colligo Supportttp://www.colligo.com/suppor) for compatibility questions regarding further
Cumulative Updates and Service Packs for SharePoint.

No additional serveside software is required from Colligo.

Hardware Requirements

Colligo Engage Outlook Apps the samelientsystem requirements as Office, which you can find here:
http://technet.microsoft.com/enus/library/ee624351.aspx#Overview
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Installing Colligo Engage Outlook App

There are two installers faColligo Engage Outlook Apphese are a .exe installer and a .msi installer.

Additionally, the in&ller package you need is dependent on which Operating System you are running:
1 For a 32bit operating system, use the x86 installer
9 For a 64bit operating system, use the x64 installer

EXE Installer

Thisinstaller package is an executable file with ttedléwingkey features:

1 Supportsiteractive install onlfdoes not support silent install

1 Automatically installs software prerequisites (downloaded from www.colligo.com)
1 Not customizable

Interactive EXE Install

NOTEMicrosoft Outlook must be closed fdnd installation to be successful.
1. Doubleclick the installation file.

2. Prerequisites are downloaded and installed.

3. Enter your license key.

Colligo Engage Outlook Apan be set to launch at Windows Start Up. This ersthie background
synchronization tetart automatically.

MSI Installer

The MSI installer package has the following key features:

1 Supports silent and interactive installs

1 Does not install prerequisiteghese must be downloaded and phestalled
i Customizable

Interactive MSI Install
NOTE Microsoft Outlook must be closed for the installation to be successful.

1. Ensure prerequisites are installed.
2. Doubleclick the installation file.
3. Enter your license key.

Silent Install or Uninstall
You can use the msiexec utilityitestall or uninstall siletty.

To perform a silent install, use the followingmmand line:
msiexec /i <Installer.msi> /gn

For example:
msiexec /i Colligo Engage .msi /gn

To perform a silent uninstallise the following command line:
msiexec /x <Installer.msi> /gn

You can install eustomizedversion ofColligo Engage Outlook Apping the msi installer. When using a
batch file to install a customized msi package, it is important to ensure the prerequisites are installed
before attempting to instalColligo Engage Outlook App
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An example batch file is listed below:

msiexec /i \\ server \ ColligopEngage Install \PreReq\ O2007PIA.MSI/gn
\\ server \ ColligopEngage \ PreReq\ vstor.exe /q
msiexec /i \\ server \ ColligopEngage \ CustomColligoEngage .msi/gn

Disabling Colligicngage Outlook App
If you have Cligo Contributor Aden for Outlook installed, it is recommended that you remove it
before runningColligo Engage Outlook App

Display Language

Colligo Engage Outlook Afgpavailable in Engliskrench German, and Spanis@dstilian and Latin
American) If users have a Fren€erman/Spanistversion ofMicrosoft Office installedColligo Engage
Outlook Appdisplays irthe same languagetherwiseit displays in English.

Colligo Engage Console

If you are using the Colligo Engage Console during thelaigialyou will enter in your license key and
select the option that you do have a Colligo Engage Account. After installation you will be prompted for
your Email Address and Password for Colligo Engage.
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PostInstall Configuration

Colligo Engage Outloolppsaves settings in the registry. Many settings can be configuredipststl
by pushing out settings to the registix.detailed list of settings is maintained on the Colligo website at
http://www.colligo.com/support/

Overriding PST Policies

Some organizations have a policy that does not allow users to create or modify PSTs. If this is the case,
the following key must be added to the registry in order to override the policy and abews to file
emails and attachments to SharePoint locations throGgiligo Engage Outlook App

Key HKEY_CURRENT_USBfRwara Policie$Microsoft Officé <versionXOutlooR PST

ValueName | PSTDisableGrowAllowAuthenticodeOverrides

Value Data | 1
Value Tye | DWORD

For more informationplease seenttp://support.microsoft.com/kb/956070

Editing the MSI

To edit the MSI installer package you need an MSI database editor. Colligo recommends the Orca
databaseeditor. Orca is a Microsoft utility for modifying and validating Windows Installer packages. It is
intended to allow setup authors and administrators to manipulate databases compatible with the
Windows Installer Service. This utility is a part of the sl Installer SDK downlogalong with other

MSI related tools.

An introduction to Orca can be found on the Microsoft site:
http://support.microsoft.com/kb/255905/ENJS/

Installing the Orca M&ditor

Instead of downloading the entire Windows Installer SDK, you can download Orca from@alligd S 6
site: https://community.cdligo.com/entries/233926381ow-canl-useOrcaMSteditor-to-configurea-
Colligainstaller

Using Orca tddit the MSI

Once you have installed Orgau can start editing th€olligo Engage Outlook Appsi file.Colligo
recommend copying the M&file andworking on the copy, becausave Asn Orca does not save the
entire MSI package.

Editing an MSiI file:
1. Open the MSI file in Orca.
2. Navigate to thePropertytable in theTabledlist.
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—_———— -
ol o _ == *
-

File Edit Tables Transform Tools View Help

0O = k-

Tables + | Property Value -
MsissemblyName UpgradeCode {7D619049-B50F-4798-8307-486DFCA1742F}
MsiDigitalCertificate VSDFrameworkVersion vi.0
MsiDigitalSignature VSDAllowLaterFrameworkVersions False
MsiFileHash Productlame Colligo Email Manager
MsiPatchHeaders ProductCode {DE7F1847-1ADB-4A90-B784-0E63F30ECOD1}
ODBCAttribute ProductVersion 5.0.065 =
ODBCDataSource Manufacturer Colligo Networks
QODBCDriver ARPCONTACT Colligo Networks
ODBCSourcehttribute ProductLanquage 1033
ODBCTranslator ARPPRODUCTICON _853F67D554F05449430E7E exe
Patch SecureCustomProperties PREVIOUSVERSIOMNSINSTALLED;NEWERPRODUC...
PatchPackage VSDMNETURLMSG This setup requires the .NET Framework version ...
Progld VSDOSMSG This setup requires Internet Information Server 5...
Property L VSDULANDADVERTISED This advertised application will not be installed ...
PublishComponent 3 VSDMETMSG This setup requires the .NET Framework version ...
RadicButton VSDINVALIDURLMSG The specified path '[2]' is unavailable. The Intern...
Reglocator VSDVERSIONMSG Unable to install because a newer version of this ...
Registry MaintenanceForm_Action Repair
RemoveFile ErrorDialog ErrorDialog
RemovelniFile SFF_UpFldrBtn UpFldrBtn
RemnveRenistrs S SFF_MewFldrRtn MewFldrRtn S

Tables: 88 Property - 35 rows Mo column is selected.
———— —— —— —

3. From theTablesmenu, selecAdd Row
TheAdd Rowdialog displays:

("add Row — =)

Name Value

? Froperty

Value

Column
Property - String[72]. Required

»

Enter the Propertyname andvalue.

ClickOK

The new property displays in the Property Table

NOTEErsure you are using the exact same property names as specified Rostinstall
Configurationsection The preerty names are case sensitive.

o

NOTEWhen editing an MSI database using Orca, there are extra steps required if you perform a
{ I @S.Ab @hést practiget is advisable to edit an MSI database &avethe file being edited.

Editing the Registry
Registy settings may be stored under HKEY _LOCAL_MACHINE or HKEY_CURRENT_USER. Values are
stored in:

1 HKEY_LOCAL_MACHIN&ftware Colligd Contributon

1 HKEY_LOCAL_MACHIN&ftwared Wow6432Nodé&Colligd Contributon

1 HKEY_CURRENT_USHeRware Colligd Contributon\

Regstry keyanust bein the formof Key/String Value. To add a string value to a registry key:

1. Open the Registry Editor.

2. Navigate to theKeyyou want to add a nevdring Value ta For example, if the key is
EmailManager/Search/OutlookPaneVisihl8earchsthe key andOutlookPaneVisibles the string
value within the Outlook Key
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NOTEL ¥ G KS 1 S eéyorkanseaig Ry rightelickingrithe parent key and seleblew
Keyfrom the contextual menu.
3. Rightclick on the right side and selegew > &ing Valuefrom the contextual menu:

Q Registry Editor ==l é
File Edit View Favorites Help
:> -} AirServer - Type Data
> AppDatalow REG_SZ (value not set)
>l Apple Computer, Inc. ab] EnableOutlookSearch  REG_SZ 1
: ‘ i‘i:flm a5 EnableSearchAlMaillte... REG_SZ 1
- Classes ab| QutlookLimit REG_SZ 200
5. 1) Clients — || 2b]QutlockPaneDockPosi.. REG_SZ 2
2. Colligo QﬂOutlnnkPaneHeight REG_SZ 890
b | Authentication ab| QutlockPaneVisible REG_SZ a
b ) Briefcase ab| QutlookPaneWidth REG_SZ 300
4. | Contributor =|| | 2b|SearchFileFilter REG_ST 1
L |l Activation ab| SearchType REG_SZ 2
i |, Branding Q?JSharepointLimit REG_SZ 200
- |, Briefcase
a- | EmailManager | 4
) Cenfiguration
- EventQueues
, Favorites MNew b Key
. History
blavigatianFolders | String Value
Binary Value
{7 Searchlatations DWORD (32-bit) Value
fl > - . Migration X
.1} EmailManager QWORD (64-bit) Value
i ) Search Multi-String Value
| > - L. ColligeOfflineClient s < | . Expandable String Value '
'| Computer\HKEY_CURRENT_USER\Software\ Colligo\Contributor\EmailManager\Search

A new String Value appears in tNamelist.
4. Enter the name of the String Value; in this example, it woul®b#ookPaneVisible
To edit the name of the String Value, right click it and sékectamefrom the cortextual menu:

= = — =3 Eg "
Mame Type Data
ab]| (Default) REG_SZ fvalue not set)
ab| QutlookPaneDockPosition REG_5Z 2
3_‘_'] OutlockPaneHeight REG_SZ 723
ab| QutlookPaneWidth REG_5Z 274
Modify...
Modify Binary Data...
Delete
Rename

5. PressEnteror right-click and seledlodify from the contextual menu to display tHedit String
dialog:
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Edit String 2

Value name:
COutlookPaneVisible

Value data:

[ ok || Ccancel

6. Enter theValue dataand clickOK

Activation and Licensing

Colligo Engage Outlook Apnormally licensed on a per user / per maehbasis and the activation
system is used to enable and authorize client installation. Eatigo Engage Outlook Apjent

performs an activation request to the Colligo Activation servers to gain the necessary authorization for
execution. The resultsf this activation are recorded in a special file that is stored in the installation area
of Colligo Engage Outlook App

In aremote desktopserver environment, where the user profile and storage may be located on network
storage or may be created on denwd this activation file may not be maintained between sessions
leading to unnecessary and repeated activation requests.

Thereis special licensing and license keys available for use wigmate desktopserver environment
that eliminates this activationequest traffic. For further information conta@olligo Sales

Virtualization and Hot Desking

Colligo Engage Outlook ApppportsCitrix XeesktopandWindows Remote Desktop (ROBY) multi-
user, multisession scenarioé separate license is required.

In a multiuser, multisession environmentolligo recommends that you use tB8ORAGE_ROMSI

property or registry keyo define an alternative storage 2 OF G A2y F2NJ hdzif 221 Qa t{¢
conflict when a user logs in to multiple locat®Jsing this property allosthe Administrator to define

where the PST should be stored and should prevent any issues with users acdessame PST file

from Outlook.

¢KAa&a LINBLISNI& OlFy dzaS YSNHS FAStRaX gKAOK KI @S (g
environment variable name. For example, the merge field [EnvironmentCOMPUTERNAME] will be

replaced by the value of the COMPUTERNAME. You usejdoperty to point to a location that is
ALISOATAO (2 GKS YI OKAY SQdgle hasvdri lbcdtiof. f 2 0F A2y X NI (K

For examplea computer named ColligoComputer with a user named Colligokigiethe
STORAGE_RQ@¥PSTHEnvironmentOMPUTERAMB\[EnvironmentUSERNAMEe resulting path
would bezA\PSTeColligoComputéColligoUser

For more information abou€itrix andremote desktopservices, please contact Colligo.

Communications

Colligo Engage Outlook Appmmunicates with SharePoint thugh the web services, the details of
which are available on MSDN attp://msdn2.microsoft.com/enus/library/aa979690.aspx
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These web services calls are transmitted over HTTP (or§)Tsing TCR.olligo Engage Outlook App
also uses FrontPage RPC methods to communicate with the SharePoint server. FrontPage RPCs are also
transmitted over HTTP(S) and TCP.

Details of the FrontPage RPC protocols are available on MSDN at:
http://msdn2.microsoft.com/enrus/library/ms954084.aspx

The services described above are installed and enabled on SharePoint by default. Because they are
layered on top of TCP/HTTP, communication warker most WAN/VPN and/or wireless connections,
as well as a standard LAN.

White Labeling

For information on white labeling, please contact Colligo. There are a numbéBipiroperties that you
can configure to reflect your own company name or brandmtipé interface. This feature requires an
additional license from Colligo.
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Support for AD FS

Colligo Engage Outlook Apppports AD FS 2.0 and 3.0 (Active Directory Federation Service)
authentication.

The infrastructure of the client machine, ShareP@&etver, and AD FS 2.0 Server is illustrated below:

Domain A Domain B

ol
I bbb,
5
%

Server Server

The workflow of the above infrastructure is as follows:
The user on client machine attempts to contact the SharePoint Server.
The SharePoint server denies the attempt, sending a message back to themdichine.

1.
2.
3.
4.

5.

¢t KS Of

ASyid YIOKAYS GKSy FGdSyLia a2

identity, and sends a token back to the client machine.
The token is then sent to the SharePoint Server, which has an inherent trust connectibhishstd
with the AD FS 2.0 Server (configured during set up).

The connection to the SharePoint Server is successful.

NOTE Configuration settings for AD FS 2.0 or 3.0 can be found on our website:
http://www.colligo.com/support/setting/adfs/

15/10/2014
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Federation with Office 365 Sites
Colligo Engage Outlook Apppports federated authentication to Office 365 through AD FS 2.0.

The following diagram illustrates ho@olligo Engage Outlook Afgrlerates vith Office 365 sites:

Federated Authentication with Office 365

Request to Authenticate with email address

B\ vzt
Office 365
—_— Use this URL to authenticate \/\; —
Client v

Credentials

Authenticated

(BEERREREE

|

Active Directory
Server

The workflow of the above infrastructure is as follows:

1. User sends request to Office 365 site using an email address.

2. Depending on the email address used to log in, it either manages the login on Office 365 (Managed
Credentials) ore-direct back to the user with a URL (federated).

3. Colligo Engage Outlook Appthenticates the redirected URL, which points to an Active Directory

server.

Active Directory returns a token to the user.

The user resubmits the token as the authentication te Office365 site.

The token is accepted by Office 365 and the user receives a secondary token for future

communication with Office365.

o oA
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Enabling Authentication Service Endpoint
To configure AIBFS2.0, you need to enable an authentication service endjio

https://<server>/adfs/services/trust/2005/usernamemixed

D FS 2.0 \Service\End =10
Torzo e |
= [ Service
= e Erobied | Fro Exted | UALPar Tre =] Il
] Certificates Token lssuance View »
a0 ﬁ]g:‘:ﬁ?;f;f;:ns Yes n/a Jadfs/s/ SAML 2.0% MNew Window from Here
[ Claims Provider Trusts No No Jadfs/services/trust/ 2005 windows WS-Trust 2 [6] Refresh
[ Relying Party Trusts No No Jadfs/services/trust/2005/ windowsmixed WS-Trust 2
[ Attribute Stores Yes Yes /adfs/servicesArust/ 2005/ windowstransport WS-Trust 2 Help
No No Jadfs/services/trust 2005/ certficate WS-Trust 2
Yes Yes Jadfs/services/trust/2005/ certficatemied WS-Trust 2
Yes Yes Jadfs/services/trust/2005/ cenficatetransport WS-Trust 2{ Disable on Proxy
No No /adfs/services/trust/2005/usemame WS-Trust 20 Disable
| No No /adfs/servicesArust/2005/usemamebasictransport WS-Trust 2 Help
e A Jadfs/services/trust ‘usemamemiced WS-Trust 2
Yes No Jadfs/services/trust/2005/kerberosmixed WS-Trust 2
Mo Mo /adfs/services/rust/2005/issuedtokenasymmeticbasic256  WS-Trust 21
Mo Mo /adfs/services/rust/2005/issuedtokenasymmetricbasic25...  WS-Trust 21
Yes Yes /adfs/services/rust/2005/issuedtokenmixedasymmetricba...  WS-Trust 2|
Mo Mo /adfs/services/rust/2005/issuedtokenmixedasymmetricba...  WS-Trust 2|
Yes Yes /adfs/services/rust/2005/issuedtokenmixedsymmetricbasi...  WS-Trust 2|
MNo MNo fadfs/services/trust/2005/issuedtokenmicedsymmetricbasi...  WS5-Trust 2
No No fadfs/services/trust/2005/issuedtokensymmetrichasic 256 WS-Trust 24
No No /adfs/servicesArust/2005/issuedtokensymmetricbasic256s...  WS-Trust 2
Mo Mo Jadfs/zervicesArust/ 2005/ issuedtokensymmetrictripledes WS-Trust 2
Ni) Mo /adfs/services/Arust/ 2005/ issuedtokensymmetrictripledess... WS-Tn.lsf{I;I
4 4
| | 4
https://<server>/adfs/services/trust/13/windowstranspoffor default credentials)
AD FS 2.0 \Service\Endpoints : 1o x|
Sosas N e
= ] Service
 endpans Freckd
- Cortifeates | Yes Yes /ads/services fnust/13/issuedickenmied pasic.. WS-Tst 1. Ve '
| Gaim Deserptions No No fads /senvices Arust/13/issuedtokenmied ' WS-Trust 1 New Window from Here
= | TrustRelationships i
[] Claims Provider Trusts Yes Yes Jadfs/services/trust/13/issuedtoker 2 WS-Trust 1. |ci] Refresh
1 Relying Party Trusts No Mo /adfs/services/trust/13/issuedtokenmixed ichasic2 WS-Trust 1.
] Attribute Stores No Mo /adfs/services/trust /13/issuedtokensymmetrichasic256 WS-Trust 1. Hebp
No Mo fadis/services/trust/13/issuedtokensymmetricbasic256sha...  WS-Trust 1.
No Mo fadfs/services/trust/ 13/ issuedtokensymmetrictrpledes WS-Trust 1.
No Mo /adfs/services/trust/13/issuedtokensymmetrictipledessha...  WS5-Trust 1. Enable on Proxy
No Mo Jadfs/services/trust/13/issuedtokenmixedsymmetrictripledes  WS-Trust 1. Disable
No Mo Jadis/services/trust/13/issuedtokenmixedsymmetrictripled...  WS-Trust 1. Help
No No Jadfs/services/trust./13/windows WS-Trust 1.
No No /adfs/services/trust./13/windowsmixed WS-Trust 1.
: Ye S/ vindowstransport WS-Trust 1
Yes Mo Jadfs/services. Arusttepwindows WS-Trust 24
Yes No /adfs/services/trust /artifactresolution SAML-Artifa
Metadata
Yes Yes Jadfs/services trust /mex WS-MEX
Yes Yes /FederationMetadata/2007-06/ FederationMetadata zml Federation I
Yes No /adfs/fs federationserversenvice.asme ADFS1.0M
« | 2
Refreshes the current selection. | v
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After your ADFS2.0server is configured, you need to deploy the followingisé&ry key to your users:

Key HKEY_CURRENT_USBfRwvara Colligo\Contributoh Authentication Adfs

ValueName | <ADF2.0display name; for display purposes orsy

Value Data | <ADFS2.0Servemame:e.qg.https://adfs.mycompany.cor» <ADFS2.0realm for
SharePoint server e.g. urn:sharepointsvradfs:sharepoint>

Value Type | String

Server Requirements for AD FS 3.0
The following image is found on the ADFS Server located on the same domain as your SharePoint site.

i ADFS
% File  Action View Window Help
Lk
~| ADFS Claims Provider Trusts
4 _. Service —-—
“ Endpoints Client Adfs Properties
| Certificates
“| Claim Descriptions Oﬁ'ered QEims Or?daniz;tion | Endpoirfts I MNotes I :‘\dvahced
4 || Trust Relationships Monitoring erifiers | Centficates I Encryption
| Claims Provider Trusts Specify the display name and identifier for this claims provider trust. Some
= . fields are disabled because automatic ovenwrites are enabled on the
— Relying Party Trusts Monitoring tab forthis claims provider trust.
| Attribute Stores
B [ Authentication Policies Display name:
|Client Adfs |
Claims provider identffier:
BExample: https: /s fabrlkam com/adfs/services Anst
OK || Cancel Apply
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When publishing your web applicatidior the Preauthenticationmethod, choosePassthrough rather
than AD FS:

B Remote Access Management Console - o] X
< >
0 ) Tasks
[7§ Configuration PUBLISHED WEB APPLICATIONS
. General ~
Web Application Proxy All published web applications | 1 total
&M Operations Status = Publish New Application Wizard .
P CONNECTED TO AD FS r Pass Through &
Preauthentication
Welcome Specify the preauthentication method: d on this application
Preauthentication O Active Directory Federation Services (AD F5)

Publishing Settings

All unauthenticated client requests are redirected to the federation server. After successful
authentication by AD FS, client requests are forwarded to the backend server. Web Application Proxy
can also provide credentials to backend servers that are configured to use Integrated Windows
authentication.

(8 Pass-through

No preauthentication is performed by Web Application Proxy. All requests are forwarded to the
backend server.

« [ >
Last Refresh On 3/19/2014 4:27:41 PM

After your AD FS 3.0 server is configured, you need to deploy the following registry key to your users:

Key HKEY_CURRENT_USBfRwara Cdligo\Contributoh Authentication Adfs
ValueName | <AD FS 3.@isplay name for display purposes orty

ValueData |[af / fFAYA t NPAARSNI LRSYGAFTFASNDE B ¢! !
See above
e.g. urn:sharepointsvradfs:sharepoint>

Value Type | String
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Distributed Identity Management

Colligo products support ADFS 3.0 distributed identity management infrastructure where SharePoint
authentication is provided through a trust relationship between two ADFS providers.

Hosted SharePoint Partner

Trusted ADF: ADFS 3.0

Business unit #1

Trusted ADFS

ADFS 3.0

Trusted ADFS Trusted ADFS

Business unit #2

ADFS 3.0 ADFS 3.0

Colligo Email Manager can be
deployed on distributed identity
Business unit #4 Business unit #3 (e.g. ADFS) infrastructure
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Metadata

Colligo Engage Outlook Appompts users to enter metadata when they upload content. The process
helps maintain SharePoint metadata and drives user adoption by simplifying the process of entering
metadata. You can enable or disable this functional®gePostInstall Configuration)

Colligo Engage Outlook Apptomatically extracts 2thetadata properties from email messages that
are filed to SharePoint, and adds those properties to appropriate columns in SharePoint. This allows
filed emailto be easily found at a later time.

Hiding Metadata Fields

When configuring your document libraries in SharePoint, you can choose to hide certain columns so
data can be extracted into them but not been by the user.

If you want to have a more flexible wa&o hidespecificmetadata fieldsn the Edit Propertiedialog in
Colligo Engage Outlook Appstinstall, you can use the folwing registry key and values:

Key HKEY_LOCAL_MACHBEwara Colligad Contributoh EmailManagaHiddenMetadataFields

Value | Global
Name

Value | Column name|Column name|Column name
Data

Value | String
Type

NOTEt¢this feature hides the metadata fields@olligo Engage Outlook Apply; they are still visible in
SharePoint.

In theValue Datdfield, enter the name of the SharePointlamn(s)you want to hide from users in the
metadata prompt.You can use either the display name or the internal name. If you want to enter
multiple column names, use the pipe charadi@rto separate the fields

NOTEthere can be no spaces between thpg character (|) and the field name.
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ConfiguringSharePointLibrariesfor EmailMetadata

Colligo provides a sample list template file that can be used to create a sample testing document library.
Downloadthe template from theColligo Engage Outlook gjpupport site,install it to the List template
gallery, and use it to create a new document library in your site.

Downloading theListTemplate

You can dwnload thelist template from the following location:
https://community.colligo.com/entries/2321696#ow-do-I-set-defaultcolumnnamesfor-emait
metadatamapping

Download theattachmentCfsEmailLibrary2014ip.

The zip filecontains a site templatenamedCfsEmailLibrary201€tp.

Installing the Sample List Template

1. Extract the list templates tthe preferred location

2. Navigate to the siteollection youvantto add the list template to.

3. Inyour SharePoint sif@mavigate tdSite Actions-> Site Settings

4. On theSite Settingscreen, m the Galleriessection, selecList Templates

Site Actions =

Home » Site Settings

Libraries {7} Users and Permissions
Drop Off Library @ Pecple and groups
: Site permissions
Offline Library
Site Pages = Galleries
=

brads_folders L Efll = Site columns

~=A12| Ssite content types
brads_folders_2 Web parts

brads_emails
N Master pages
Themes
DarylTest Solutions

lotus_notes_emails

5. Inthe List Template Gallerin the Library Tools> Documentsribbon, clickUpload Document

Library Tools

Site Actions = @ Browse Documents
.ﬁ ] Check Out
Check In
Mew Upload Mew Edit View
Document ~ | Document »| Folder Document Discard Check Qut  Properties Prd
ﬁ Upload Document at
. . Upload a document from your Edit
Libraries computer to this library.
Drop Off Li Upload Multiple Documents L}
Offline Libr Upload multiple documents from B
your computer to this library, I‘}
Site Pages MatterDocumentLibrary L}
brads_folders MatterEmailDocLib L}
brads_folders_2
racs_folders_ mytemplate L}
brad=_emails . . . -
) ScinapticOnePlaceMailEmailLibrary L}
lotus_notes_emails

TheUpload Documentialog displays.
6. Browseto the lig template file(CfsEmailLibrary2016tp) and clickOK
ThelList Template Gallerdialog displays:
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List Template Gallery - CfsEmailLibrary2010.stp

HE Do X
= 3 Copy
Save Cancel Paste Delete
Item

Commit Clipboard Adtions
Name * [cfsEmailLibrary2010 .stp
Title CfsEmailLibrary2010
Description -
Created at 8/5/2011 10:50 AM cave ] [ Cancel ]
Last modified at 8/5/2011 10:50 AM

7. Enter the following information:
a. Name enter a name for the template gallery
b. Title: enter a title that reflects the use of the template gallery
c. Descriptim: enter a description for the template gallery
8. ClickSave
The new list template displays in thést Template Gallery

Creating aSite

After you have installed the list template, you can create a liesary based on the template.

1. Navigate to the siteollection youvant to add the list template to.
2. SelectSite Actions>More Options
TheCreatedialog displays.

Create

Browse From:

Search

Installed Ttems > . 1 N
CfsEmailLibrary2010

office.com A
CResanen Fontent
All Types 5 w (}3““ a'j‘ ﬂ
Library -
(i Announcements Asset Library Assets Web Basic Meeting Name
Database Workspace \pame 00 ]

site

All categories > g ‘3% j D

Blank & Custom

Page
More Options

Collaboration Basic Search Center Blank Meeting Blank Site Blog
Workspace
Communication
Content
Data &
t 72
Meetings /ffi g_
=)
Search
5 Calendar CfsEmailLibrary201 Charitable Config
Tracking 0 Contributions Web
Web Databases
Contacts Contacts Web Correspondence Custom List

Database

3. Select the name of the list template you added.
NOTEthe name of the list template displays with the title you entered in stdyof Instalingthe
Samplelist Template

4. In the right pane, enter a name for the library, and clickate
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Under theLibrary Tools> Documentsribbon, click theNew Documentrop-down arrow. The new
Document Library displays as an option:

Library Tools
Site Actions ~ @Y Browse Documents
j ?nj Check Out
- Check In
MNew Upload Mew Edit

Document ~ Document - Folder Document Discard Check Out

1 @J Email n & Check Cut

Email Content Type used by Colligo
Contributaor.

@ Jj Document b show in this view of the

Create a new document.

e t

Site Pages
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Manually Creating Content Types

Colligo Engage Outlook Apply supports Contentypes, and when working wittmail documents
Colligo recommends you create a content type for your enailidhents.

Enabling Metadata Extraction

To enable metadata extraction to a document libraygu need tocreate a document library with
columnsthat aredefinedto havemetadata extracted intdhem. Columns can be created either directly,
or by adding andsting content type to the library.

Colligo Engage Outlook Apgtracts the followingnetadataproperties from emails:

Email Metadata | Default Column Name Type
(display name of SharePoint column
Attachment Attachment Yes/No
Bcc Bcc Text
BcecAddress Bcc-Address Text
BccType BceType Text
Categories Categories Text
Categories EmailCategories
Cc Cc Text
CcAddress CcAddress Text
CcType CcType Text
Conversation Conversation Text
From From Text
FromAddress FromAddress Text
FromType FromType Text
Importance Importance Number
Received Received Date/Time
ReceivedJTC ReceivedJTC Date/Time
Sensitivity Sensitivity Number
Sent Sent Date/Time
SentUTC SentUTC Date/Time
Subject Subject Text
Subject EmailSubject
To To Text
ToAddres To-Address Text
ToType ToType Text

NOTEText fields can b8&8ingle Line of Texor, Multiple Line of Text
Addresses can be in exchange or SMTP format.

Metadata can be extracted into alternativatamed columns. To extract metadata into rdefaut
column namesseeChanging Column Mappings

NOTEIif you are creating a library for your email metadata to be extracted @ad, you want your
users to be able to search on fiedgecific metadatayou mustthen alsoconfigure each column to be
searchable. For information on configuring colunimissearch, seddding Columngo SharePoint
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Adding a New Content Type to alibrary

When creating an email content typayitable SharePoint permissions are required. Typictilyemail
content type is createth the toplevel site within a siteollection allowing inheritance and
customization in suisites.

1. Inyour document library,edectSite Actions> Site Settings
2. Inthe Galleriessection, selecSite content types

Site Actions = g

Home » Site Settings

Libraries ) Users and Permissions
Drop Off Library u@ Pecple and groups
Site permissions
Offline Library
Site Pages = Galleries
A=) .
brads_folders [ BH= Site columns
=13 |[ site content types

brads_folders_2 Web parts
brads_emails List templates

. Master pages
lotus_notes_emails Themes
DarylTest Solutions

3. IntheSite Content Typepage, cliclCreate

Site Actions ~ g

Home » Site Settings » Site Content Types

Use this page to create and manage content types declared on thi

Drop Off Library

[~ Vs
Offline Library iz Lo e

Business Intelligence

Site Pages

TheNew Site Content Typscreen displays:
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Tessa MackKinnon -

Site Actions ~ g

»

Home » Site Settings » Site Content Types *» New Site Content Type v wJ S
Use this page to create a new site content type. Settings on this content type are initially copied from the parent content Ilikelt  Tags &
type, and future updates to the parent may owverwrite settings on this type. : Notes
Libraries Name and Description —
Drop Off Library Type a name and description for this content type, The Email
: description will be shown on the new button.
Offline Library Description:
Site Pages i

m

Email Document -
Library_new

X Parent Content Type:
New Library
Select parent content type from:
Document Content Types E|
Lists Parent Content Type:
Calendar Dacument
Description:
Case Create a new document.

Group . .
Put this site content type into:
Spedfy a site content type group. Categorizing content types B
into groups will make it easier for users to find them. @) Existing group:
Custom Content Types [=] W
© New group:

oK ] [ Cancel

4. Enter the following information:
a. Name andDescription
i. Name enter a name for the content type
ii. Description enter a description for the content type
iii. Parent Content Typefrom the first dropdown list, select the parent content type
group; in the second dredown list, select the parent content type.
b. Group choose if the content type is put into either:
i. Existing grop: choose an existing content group from the drdgwn menu
ii. New group enter a name for a new content group
5. ClickOK
The content type is added.
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Configuringa Content Type

After adding a content type, you can add existing site columns as well as nezatgte columns.

1. On the new content type page, cliekher:
a. Add from existingsite columns
b. Add from new site column

Site Actions - gl

Home » Site Settings *» Site Content Types » Email F L P
I Like It Tags & | —
Notes
Libraries Site Content Type Information
Drop Off Library Name: Email_new
Offline Library Description:
Site Pages Parent: Document
Email Document Group: Custom Content Types
Library_new
Mew Library Settings
) a Name, desaiption, and group S
Lists a Advanced settings
Calendar o Warkflow settings
Case a Delete this site content type

a Information management policy settings

Discussions a Manage publishing for this content type

Team Discussion a Document Information Panel settings

Columns
MName Type Status Source
Name File Required Document
Title Single line of text  Optional Item | &

8 Add from existing site columns

@ Add from new site column

@ Column order

Add Columngo Content Type

Site Actions -

Home » Site Settings * Site Content Types » Email » Add Columns to Content Type & L
Use this page to add site columns to this site content type. Ilkelt  Tags &
Notes
S Select Columns
Libraries Select columns from:
Drop Off Library Select from the list of avalable site columns to add them to this content type. All Groups =
Offline Library Avallable columns: Columns to add:
Site Pages
Email Decument E
Library_new
New Library
Append-Only Comments
ArneDemoTest
Lists Assigned To
Assistant's Name
Calendar Assistant's Phone
Case Column Description:
None
Group: Core Task and Issue Columns
U te List and Site Content Ty
pdate List and Site Content Types ATt femiEes e o Imel et et yrved
Specify whether all child site and st content types using this type should be updated with , m
the settings on this page. This operation can take a long time, and any customizations @ Yes
made to these values on the chid site and list content types wil be lost. B 1
© No
ok Il Cancel

2. Enter the following information:

a. Select Columnischoose a group from th8elect Columns fromdrop-down menu
b. Update List and Site Content Typeshoose if you want to update all content types

inheriting from this type
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New Site Column

Actions ~
Home » Site Settings » New Site Column & v
%5 se this page to add a site column. Ilikelt  Tags &
Notes
Home  Arne Test  Gregor Test  Valentina Test  Andrew Test Eric Test Evetest  Senior Management  Braeden's Demo Site  Susan Test [7]

Jinks Kaczor Dyck LLC

BeeDub Test  test_n

Libraries

Drop OFf Library
Offline Library
Site Pages
brads_folders
brads_folders_2
brads_emails
lotus_notes_emails
DarylTest
DarylTest2
Susan

a new library
Test

Email Document
Library_new

New Library

Lists
Calendar

Case

Discussions
Team Discussion
\a' Recycle Bin

(3 &Nl site Content

Guillaume Test OnePlaceMail Test Steve Test Colligo Social Committee Ben Henderson Special Column Test Bernard Test
ew_site TessaTest

Hame and Type Column name:

Type a name for this column, and select the type of information you want to store in the column.

The type of information in this column is:

@ Single line of text

@ Multiple lines of text

@ Choice (menu to choose from)

@ Number (1, 1.0, 100)

@ Currency ($, ¥, €)

@ Date and Time

@ Lookup (information already on this site)

@ Yes/No (check box)

@) Person or Group

@) Hyperlink or Picture

@ Calculated (calculation based on other columns)
=, Full HTML content with formatting and constraints for
~ publishing

© Image with formatting and constraints for publishing
=, Hyperlink with formatting and constraints for
~ publishing

@ summary Links data

@ Rich media data for publishing
") Managed Metadata

Group
Put this site column into:
Specify a site column group. Categorizing columns into groups will make it easier for users to - -
find them. @ Existing group:
Customn Columns E|
@ New group:
Additional Column Settings

Description:

Specify detailed options for the type of information you selected.

Require that this column contains information:
Yes (@ Mo

Maximum number of characters:

255

Default value:

® Text © Calculated valus

Update List and Site Content Types
Update all content types inheriting from this type?
Specify whether all child site and list content types using this type should be updated with the @ Yes @ No
settings on this page. This operation can take a long time, and any customizations made to B N
these values on the child site and list content types will be lost.

#H Column Validation

[ OK ] [ Cancel

3. Enterthe following information
a. Name and Type

i. Column nameenter the column name
ii. Choose a type of information contain@dthe column

b. Group choose if the column will belong to an existing group or a new one

c. Add

15/10/2014

itional Column Settings

i. Description enter a description for the column

ii. Require that this column contains informatiarchooseYesif you require this
column to be anandatory field the user must fill out
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iii. Maximum number of charactersenter the maximum number of characters you
want to have in this column
iv. Default Value chooseTextor Calculatel Value
d. Update List and Site Content Typeshoose if you want to update abntent types
inheriting from this type

After adding the columns to the Email Content Type you may choosedres the columnsand/or
make the columns hidden.

Hiding Columns
If you choose to make a colunitidden the columnisnot displayed in the propdies page of
SharePoint, o€olligo Engage Outlook AQ@efault metadata editor dialog box.

However,Colligo Engage Outlook Aptill extracts metadata int@nyhidden columns, anthey can still
be displayed in viewsy used for filters.

Adding a NewContent Type to Library
1. Inyourdocumentlibrary, go toLibrary Tools> Libraryribbonand click the_ibrary Settingscon.
2. IntheGeneral Settingsection, click théddvanced sttingslink:

Site Actions ~ g

Home » Email Document Library_new » Docum

Libraries List Information

Drop Off Library
Offline Library

Mame: Email Docu
Web Address: http://sp20

Description:

Site Pages

Email Document
Library_new

New Library General Settings

Title, description and nawvigation
Versioning settings

Walidation settings

Column default value settings
Rating settings

Audience targeting settings
Metadata navigation settings

Per-location view settings

Form settings

3. IntheAdvanced Settingscreen, ensure thdllow management & content typesoption is set to
Yes

Site Actions ~ g

Home » Email Document Library » Document Library Settings » Advanced Settings

2 = Content Types
Libraries ve Allow management of content types?
Drop Off Library Spedify whether to allow the management of content types on this document library. g N
: Each content type will appear on the new button and can have a unique set of columns, -~/ No
Offline Library workflows and other behaviors,
Site Pages

4. ClickOKto save the changes and return to thérary Settings screen.
5. On theDocument Library Settingscreen, scroll down to th€ontent Typesection:
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Content Types

This document library is configured to allow multiple content types. Use content types to specify the information you want to display
about an item, in addition to its policies, workflows, or other behavior. The follawing content types are currently available in this library:

Content Type Visible on New Button Default Content Type
Document v

Add from existing site content types

Change new button order and default content type

Click theAdd from existing site content typebnk.
In the Add Content Typescreen, select a content type from tievailable Site Content Typdist,

and clickAdd:

No

8. ClickOKto return to theDocument Library Settingscreen.
The new content type displays in tl@®ntent Typesection:

Content Types

This document library is configured to allow multiple content types. Use content types to specify the information you want to display
about an item, in addition to its policies, workflows, or other behavior. The following content types are currently available in this library:

Content Type Vizible on New Button Default Content Type
Email v v
Document 4

Add from existing site content types

Change new button order and default content type
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Creating a LibraryVithout Content Types

If you do not wish to use content types in your SharePoint library, you can add columns directly to the
library to enable email metadata mapping. S&®abling Metadata Extractiofor the metadata fields

and default column names.

1. Inyour document library, go thibrary Tools> Libraryribbon and click the.ibrary Settingscon.
2. IntheDocument Library Settingscreen, scroll down to th€olumnssection and clickCreate
Column

Columns

A column stores information about each document in the document library. The following columns are currently available in this document library:

Column (click to edit) Type Required
Title Single line of text

Attachment Yes/MNo

Checked Qut To Ferson or Group

Create column
Add from existing site columns

Column ordering

Indexed columns

TheCreate Calmn screen displays:

3. Enter the following information:
a. Name and Type
i. Column nameenter the column name
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