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Webinar Logistics
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Who's here today?
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Today's Speakers

ROBERT BOGUE BRUCE HERZER TOM NG
Microsoft MVP, Director, Colligo Product Manager, Colligo

Principal, Thor Projects



Reconsidering Records
and Retention



What is 3
Record?

“Records are both evidence
of business activity and
information assets”



“Metadata is an essential
component of any record”

* Record context
* Record process



Managing records
encompasses

* Creating and capturing
records to meet
requirements for evidence
of business activity

* Taking appropriate action to
protect their authenticity,
reliability, integrity, and
usability as their business
context and requirements
for their management
change over time.






Creating
Records

e “the creation,
capture and
management of
records are integral
parts of conducting
business, in any
context”

* Not everything is a
record

* Records assignment
must be a part of the
business process



Manual Tagging

* Must be an explicit part of
the documented business
process

* When tagging is ad-hoc,
nothing gets tagged



Automatic
Tagging

* The workflow or
business process
automation
identifies the
record

* The item is
identified as a
record through
content analytics






Why destroy?

* Reduce cost and risk of
legal discovery

* Improve search
findability



Discovery

* Court ordered
protection or release of
information pertaining
to a case

* Managed as a series of
holds

* Holds don’t make
content a record, but
protects it from
destruction or
tampering like a record



Retention
Schedules

* Specifies the
kind of
documents and
their destruction
schedules




Managing Records and
Retention In SharePoint



Records

e Records Center

* Migrate records to a location for
storage

* In-Place Records

* Prevent deletion
* Prevent modification



Rete ntion * Set at a content type level

e Set as time from a date
* Multi-stage

* Actions
* Delete
* Recycle
* Move
 Run a Workflow






What are labels and what is
Microsoft's vision for them?



The Labels Concept

RM / Compliance Officers Information Workers

Compliance Officers or IT Administrators, who Info workers no longer need to know anything
hest understand their business and about data policies (to know what protection

employees, define a minimal set of simple and info governance options to apply and
P ’ when) and don't need to be tech experts (to

label options that info workers can use. know how to apply them).

They just have to choose the right label, and
Office does the rest.

Office can auto-detect & auto-apply the right
data classification in many cases!

Source: Microsoft



Label Definitions

When RM / Compliance Officers define labels that make sense for their organizations and
iIndustry, they also specity:

- What trigger conditions can cause a label to be automatically applied

- What outcomes happen when a label i1s applied

Trigger(s)

Source: Microsoft



Contract Record Example

RM / Compliance officers has rolled out a label called “Contract’, configured as

Outcome(s)

shown below.

Trigger(s)

* Info worker manually

chooses the label
from list ‘Contract’

* The data Is retained for 7
years, after which admin is
notified for disposition.

» Users are notified when item
reaches expiration date

 E1C.

» User types Contract Iat)leld
in the document or dpplie
emall.

» Many other
_possibilities

Source: Microsoft



What is Lifecycle Management in Office 3657?

® Data Is automatically or manually
classified

@ When data I1s declared a ‘record’, 1t IS
permanently locked for editing

® Data Is retained according to requlatory
and business policies

@ An unbreakable audit trail is created for
accountabllity and eDiscovery

® Information Is disposed automatically
or via manual review once the retention
period has ended

Source: Microsoft



How are labels and retention
policies defined and configured?



Demo


















Demo



What Is Advanced Data Governance?

Advanced data governance enables
organizations using O365 to achieve
organizational compliance by

intelligently leveraging machine
assisted insights to find, iImport,
classity, set policy and take action on
the data that 1Is most iImportant to
them. (Microsoft)

Source: Microsoft



Microsoft's Roadmap for Data Governance in Office 365

Rolling out

 Event Based Retention is now available
(April 2018)

e Retention for Microsoft Teams

~ + Microsoft Information Protection (MIP)

« Access governance
« Disposition review for emaill

» (General Data Protection Regulation
(GDPR)

« Supervision enhancements

« Records Manager dashboard

\. J

Source: Microsoft



What kinds of content can labels
be applied to?



Data Governance in Office 365

@ Labels in EXO, OD, SPO and
Groups

© Apply Labels in Folders in Outlook
Groups, and SPO & OD

® SPO Document Sets & Items
@ Labels In Office

Source: Microsoft






How do these differ
from/complement SharePoint
properties?



How do Labels Differ From SharePoint Properties?

© Labels look like properties in
SharePoint, but...

® They are overarching tags visible
in all 0365 workloads including:
Exchange Online, OneDrive,
SharePoint Groups, Teams, Excel,
Word and PowerPoint

® They provide a consistent
experience for managing content
Ifecyles

Source: Microsoft



Does this mean everything 1s a
record?



Booth # 316 Gold Sponsor @ CORFERENCE

Meet With Us Iin Las Vegas May 21st-23rd

Learn more about enabling secure
records capture and knowledge sharing

In Microsoft Office 365

Visit our team at
Booth # 316

www.Colligo.com

NORTH AMERICA

Colligo Session  BIZ ITPro

Advanced Data Governance in Office 365
with Labels

Monday, May 215t 3:00-4:00pm

Riyaz Lakhani Tom Ng
Director of Product Professional Services
Manager




Q&A

n - www.thorprojects.com/blog
«  www.SharePointShepherd.com

Colligo Email Manager for Office 365

The latest addition to the award-winning Colligo Engage platform.

To request a demo please visit

www.colligo.com/0365


http://www.thorprojects.com/blog
http://www.sharepointshepherd.com/

Thank You!



